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INTRODUCTION

This guide is designed to assist the campus community in responding to situations in which faculty
members are targeted by individuals or groups outside of the university based on the content of
the faculty membet’s scholarship, teaching, clinical care, and/or service. It addresses potential
concerns in such situations and informs the campus about resources available to assist individual
faculty members, department chairs, and other administrators.

The foundation for this guide is Boise State University’s unwavering support for academic
freedom and freedom of expression. The faculty’s right to academic freedom in teaching
and research is protected as essential to the university’s educational mission, even with
regard to controversial issues or ideas that may provoke disagreement in the public.
Likewise, as citizens, faculty members enjoy strong protection for freedom of speech.
Freedom of speech is not only mandated by our Constitution and state law but is also
necessary for the robust intellectual exchange on which the university’s teaching and
research missions depend. Thus, the targeting of scholars for their ideas or views not only
harms those individuals, but also strikes at the university’s academic core. Through this
guide and other means, the university seeks to protect faculty against the intimidation or
violence that the expression of unpopular ideas sometimes generates.

This guide is “content neutral,” meaning that it is designed to offer support for faculty members
across a wide spectrum of views and areas of research. For example, it may be useful for faculty
who come under attack for their conclusions related to social issues from a variety of perspectives,
as well as for faculty whose scientific methods are deemed controversial.

This guide focuses on threats or harassment to faculty members from outside the university. For
information about policies and procedures governing harassment committed by Boise State
employees, students, and/or patients, please see Boise State’s Non-discrimination and Anti-
Harassment policy (Policy 1060), Sexual Harassment, Sexual Misconduct, Dating Violence,
Domestic Violence, and Stalking policy (Policy 1065), Workplace Violence policy (Policy 12040),
Behavioral Intervention and Threat Assessment policy (Policy 12050), and other University

policies.

Permission for the reproduction and revision of Faculty Support Safety Guidance
was granted by the University of lowa.



ROLES, ACTIONS, AND RESOURCES -
OVERVIEW

In matters of safety and security, individual faculty members are encouraged to make use of
campus resources to assist them in responding to an immediate situation, as well as to address any
concerns that arise in the longer term. Numerous campus resources are also available to support
department chairs and college administrators in responding to external attacks of Boise State
faculty members. Knowing about relevant resources and guidance in advance of a crisis will help
our campus respond more effectively when a situation arises.

In an emergency, call 911. In non-emergency situations, please call the Department of Public
Safety at (208) 426-6911 or email publicsafety@boisestate.edu.

The following chart offers suggestions for individuals at various levels in the university, including:

Individual Faculty Member
Department Chair/Program Director/Unit Head
College/Departmental Communication Staff

Dean/Associate Dean

O O 0O OO

Executive Team

Role Actions


mailto:publicsafety@boisestate.edu

Individual Faculty
Member

Ensure your safety. Identify your primary concerns and seeck out
assistance.

Report the situation to Boise State Campus Assessment Resource
and Education (CARE). The CARE Team is dedicated to the
early identification, assessment, and intervention of behaviors
that threaten the safety and well-being of the university
community. Team members are trained to assess these situations
and assist with coordinated responses, as needed. For example,
the CARE Team (which includes the Department of Public
Safety) can coordinate with the Boise State Department of Public
Safety, provide tips about classroom safety, and mobilize
resources to de-escalate a situation, etc.

Review the following suggestions that may be of use in your
personal safety planning:

* Notify your department chair and Institutional
Compliance of the harassment. See the Faculty Support
Checklist, below_for ways the department might be able
to support you. You do not need to manage this
experience on your own.

* Consult the Boise State Department of Public Safety
(DPS) regarding on-campus safety, and the Boise Police
Department (or local law enforcement in your area)
regarding off-campus safety.

* If you believe a harasser knows where you live and you are
concerned about safety in your home, create a safety plan
for home and work. DPS can assist you in assessing risk
and planning accordingly.

* If you are experiencing gender-based harassment and/or
harassment that is sexual in nature, consult the Title IX
Coordinator or the Gender Equity Center to ensure that you
are fully aware of your rights and resources.




e Do not delete messages before preserving a copy, but you may
want to disengage from reading all emails in your inbox, listening
to all voice messages, etc. Preserved messages may be useful in
identifying the harasser(s) and pressing any relevant charges. The
CARE Team or the Department of Public Safety may be able to

assist in rerouting future emails.

e Create a log to document and archive all threatening emails,
tweets, social media posts, and phone messages. Consider asking
a friend to monitor social and other media on your behalf and to
keep you apprised of any developments or threats. Capture
screen shots of any threatening posts in case they are deleted.

e Be cautious about responding to threatening emails, tweets, blog
comments, etc. Although responding may seem like the right thing
to do, it may only provide harassers with additional material and
serve to prolong social media harassment. If you choose not to
respond, you may also want to encourage your friends and
colleagues to do the same. See the resource “ Managing
Harassment on Social Media,” below or visit the Managing Social
Media Harassment website.

e Remember that communications you send and receive using
your University account or on the University’s system may be
subject to a public records request under Idaho’s Public
Records laws.

e Protect your cyber-identity (e.g., cell phone, network access, and
social media). For more information about how to protect your
cyber-identity, please request a current copy of the “Protect Your
Information” guide by emailing publicsafetv@boisestate.edu. The
Department of Public Safety, as well as Communications and
Marketing, are available for consultation in this area.

e Consult with the CARE Team assigned lead for assistance in
responding to the situation. For example, you may want to
consider preparing a concise message to articulate your position
in your own words and distribute to colleagues as a form of
reputation management. Communications and Marketing staff, in
consultation with the CARE Team, can also be of assistance in
deciding whether/how to respond to media requests that may
arise.

e Reach out to friends and develop a support system. The Boise
State Employee Assistance Program offers free and
confidential, short-term counseling services to Boise State
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faculty and staff and their families.

Know that you are not alone as an academic who has experienced
this type of harassment. Several scholars have written about the
coordinated and systemic patterns of attack against scholars and
taculty members. Connect with others who have gone through
similar situations to decrease your isolation and learn from their
experience.

Consult with your department chair if you feel this attack has or
will affect your progress toward tenure, promotion, or
reappointment.




e Contact the faculty member as soon as you become aware of the

Program situation. Meet Wit(h them to offer support in the .initial days after

Director/Unit the attack and review the Faculty Support Checklist to ensure the

Head faculty member is aware of campus resources.

e Report the situation to Boise State Campus Assessment
Resource and Education (CARE). CARE Team members are
trained to assess these situations and assist with coordinated
responses, as needed.

Department Chair/

e Before all else, work with the faculty member to ensure that their
on-campus and off-campus safety and security concerns are
addressed in consultation with DPS and the CARE Team. Be
aware that the identity of the faculty member may influence their
individualized needs (e.g., parental status, faculty rank, minoritized
identity). With the faculty membet’s consent, reach out to
appropriate campus resources to address whatever issues the
faculty member identifies.

e The Boise State CARE Team will assign a CARE Team member
as the lead, most likely a representative from the Department of
Public Safety. It is important to work with this team so they are
able to assess risk and determine the best course of action.
Below are some possible actions that may be advised under the
guidance of the CARE Team. Such actions will be advised by
the CARE Team and/or DPS on a case-specific basis (to ensure
de-escalation of a situation, rather than escalation):

* Inform the department administrative staff on a need-to-
know basis. It is possible that multiple offices may be
targeted on social media, email or phone. Ensure that
department staff members whose responsibilities may
include answering harassing phone calls are supported
and informed about strategies for being on the front line
(e.g., a script or template response, instructions for
preserving phone messages to aid future investigations).

* Stay in communication with your dean’s office to ensure
a coordinated response. Share details of the situation on
a need-to-know basis and be mindful that
communications may be subject to disclosure pursuant to
a public records request.

e Consider the well-being of the rest of the department
faculty, staff, and students (e.g., co-authors, graduate
assistants, front-line staff). Consult with the threatened
faculty member about what and how to share information




with the department. If possible, bring people together to
discuss the situation, the department’s actions, and
available support resources.

* Facilitate the physical movement of assigned classrooms
and/or workspace if feasible, and if the affected faculty
member requests it.

* At the affected faculty member’s request, facilitate the
removal of the faculty member’s direct contact information
from department or college webpages and the Boise State
directory, in collaboration with human resource services.

If the harassment is gender-based harassment and/or sexual in
nature, promptly consult the Title IX Coordinator to ensure that
the faculty member is fully aware of their rights and resources.

If the harassment is based on another protected class (e.g., race,
age), consult with Institutional Compliance to counsel the faculty
member about their rights and to explore additional support
options for the faculty member and others in the department who
share their identity (e.g., students, colleagues, staff).

After addressing the faculty member’s safety and security concerns,
keep in mind the potential impact of this event on their academic
career. For example, if their scholarship was attacked, discuss any
concerns the faculty member has about how/whether it will affect
their future research trajectory. Connecting the faculty member
with other scholars who have experienced similar attacks may be
useful to contextualize the events within their broader career goals
and experiences.

Discuss issues of academic freedom in regular forums (e.g., faculty
meetings, student seminars), including attention to ways that
external forces may attempt to silence scholars through social
media attacks and the resources available to respond when/if
attacks occur.

If you become the target of harassment, consult with the
Dean/Associate Dean’s office and refer to the strategies
recommended for faculty members (above) to ensure your own
safety.




Dean/Associate e Proactively develop a leadership message that defends academic
Dean freedom, the importance of faculty safety, and the development of
learning environments in which difficult issues are discussed and
dissected to use as a template should these types of crises emerge.
Work with the Office of Communications and Marketing to develop
a message that emphasizes university values, draws upon best
practice examples from other campuses, and addresses potential
concerns of multiple constituents (e.g., faculty, alumni, legislators,
donors, students).

e Engage college leadership and/or the ombudsperson in the
coordination of the college-wide response, including support for
staff who may be experiencing stress due to being on the front line
of answering harassing phone calls and/or may be concerned about
their own safety.

e Consider inviting the CARE Team to present about their role and
resources before a crisis occurs.

e Publicize protocols for dealing with znfernal threats and harassment
(e.g., from students or staff). Provide training opportunities and
resources for college faculty and staff. For more information, see
Boise State’s Non-discrimination and Anti-Harassment policy (Policy
1060), Sexual Harassment, Sexual Misconduct, Dating Violence,
Domestic Violence, and Stalking policy (Policy 1065), Workplace
Violence policy (Policy 12040), Behavioral Intervention and Threat
Assessment policy (Policy 12050), and other University policies.

e If a crisis emerges, consult with the targeted faculty member to
share how you would like to publicly handle the crisis and discuss
any concerns they might have. Involve the faculty member’s
department chair in crisis management conversations to ensure
that efforts are coordinated.

e Support the department chair in working with the targeted faculty
member by offering assistance and resources. See the Faculty
Support Checklist to ensure that the targeted faculty member’s
immediate and longer-term needs are cared for.

e Inform the dean’s office staff on a need-to-know basis. It is likely that
social media and phone harassment will be directed at multiple offices.
Informing all relevant individuals in the dean’s office will strengthen
the college’s ability




to engage in a coordinated response. Ensure that dean’s office staff
members whose responsibilities may include answering harassing
phone calls are supported and informed about strategies for being
on the front line (e.g., a script or template response, instructions
for preserving phone messages to aid future investigations)

e Be aware that other faculty and staff, as well as students, who share
the research area under attack may also experience significant
emotional distress because of the incident.

e Depending on the nature of the attacks, be aware that students,
staff, and faculty who share the identity may also be personally
experiencing significant emotional distress because of this incident.

e Consult with the Gender Equity Center, University Counseling
Services and/or the Boise State Employee Assistance Program to
arrange for support services for students and staff in the college.

Communication e Inform the dean if you become aware that a faculty member’s
Coordinators — name has shown up in a harassing social media post (e.g., via a
Department, Google alert notification). Keep the dean informed of ongoing
College, and mentions throughout the crisis management process.

Office of e Provide support for the faculty member being targeted,
Communication including tips on working with the media, managing one’s

s and Marketing professional and personal reputation, by requesting a current

copy of the “Protect Your Information” guide by emailing
publicsafety@boisestate.edu.

e Work with the dean’s office and other campus spokespeople to
coordinate information sharing on a need-to-know basis and to
coordinate a consistent message (e.g., phone scripts for front-
line staff answering aggressive callers).

e Consult with college faculty, staff, and administrators about the
potential impact of speaking with the media about faculty
harassment and offer media training and guidance. Also, remind
them about public records requests under Idaho’s Public Records
laws and its impact on email communication.

e Provide assistance to colleges in crafting a leadership message that
defends academic freedom, emphasizes university values, and
addresses potential concerns of multiple constituents (e.g., faculty,
alumni, legislators, donors, students).




Executive Team

Office of Provost

Establish open communication with the affected faculty

member’s dean and request updates, as needed, on the situation.
Reach out to the targeted faculty member, reiterating the
university’s commitment to academic freedom (as

appropriate), and encouraging the faculty member to consult

with their department chair for support and assistance.

In consultation with the Office of the President and Office of
Communications and Marketing, issue a statement (as appropriate)
asserting the importance of academic freedom, freedom of speech,
and committing to the safety of the faculty. The statement should
emphasize the institution’s mission and values rather than comment
on the faculty member’s scholarship.




Office of the President
[l Maintain consistent communication with the Office of the Provost
and work together, as appropriate, to issue a statement asserting the
importance of free speech, academic freedom, and the safety of
Boise State faculty.

Office of the General Counsel

[l Provide legal counsel, representation, interpretation, and analysis on a
broad array of substantive issues related to carrying out your official
duties as an employee or representative of the university.

1 Provide/coordinate effective legal services on issues facing all
sectors of Boise State University

[ Assist in developing policies, practices, and procedures that reduce
legal risk.

Office of Institutional Compliance and Ethics

(] Provide resources and support to the individual faculty
member and department when there are personalized attacks
on the faculty membert’s identity and/or diversity-related
scholarship or teaching.

L] Provide student support, especially for students whose identities
and/or interests are similar to the targeted faculty member.

(] Establish consistent communication with the Office of the
Provost and consult on issuing a statement of support, as
appropriate.

Division of Student Affairs and Enrollment Management — Office of the
Dean of Students
[l Provide interpretation of the Student Code of Conduct and process
conduct violations. Can provide consultation to faculty on how to
respond to and address student behavioral issues and harassment.
Faculty can also find helpful tools in the Faculty Guide for Addressing
Student Behavior.

Human Resource Services
[l Provide support and assistance to the individual faculty members,
departmental and college administration, and the broader unit via
the Boise State CARE Team and Boise State Employee Assistance

Program.




FACULTY SUPPORT CHECKLIST FOR
DEPARTMENT CHAIRS/PROGRAM
DIRECTORS/UNIT HEADS

The foundation for this guide is Boise State University’s unwavering support for academic freedom
and freedom of expression. The faculty’s right to academic freedom in teaching and research is
protected as essential to the university’s educational mission, even with regard to controversial
issues or ideas that may provoke disagreement in the public. Likewise, as citizens, faculty members
enjoy strong protection for freedom of speech. Freedom of speech is not only mandated by our
Constitution and other laws but is also necessary for the robust intellectual exchange on which the
university’s teaching and research missions depend. Thus, the targeting of scholars for their ideas
or views not only harms those individuals, but also strikes at the university’s academic core.
Through this guide and other means, the university seeks to protect faculty against the intimidation
or violence that the expression of unpopular ideas sometimes generates.

This checklist helps department chairs and other administrators to address possible concerns and
provide resources in the immediate and longer-term aftermath of a crisis in which faculty are
targeted for their ideas or views. The department chair and/or their designee may use this
checklist when meeting with the faculty member to gather information and create a safety plan. It
may be useful to capture as much information as possible during these interactions in order to
limit the number of times the faculty member has to retell the story. If it is not possible for the
department chair or designee to engage in this type of meeting, please refer the faculty member to
the dean’s office for follow-up.

What is the nature of the harassment? When did it begin? How has it changed since it began?

In what environment(s) is the harassment occurring (check all that apply)?

0 Email O Voice messages left on campus

O Social media phones

O In the classroom 0O On-campus stalking

O In the office 0O Via media requests

O At home O Harassment of family
members/children

O Other



What is the faculty member’s greatest concern(s)?

Resources and Referral

Depending on the type and location of the threat, and the identity of the faculty member, offer
departmental support to implement the following, as directed by the faculty member:

Actions

Engage with the CARE Team about on-campus safety
resources, including assessing level of danger and
threat, arranging for escorts to a parking lot, as
needed, and rerouting/reviewing incoming email
messages.

Resource/s

CARE Team

A representative of the Boise State Department of
Public Safety serves as a member of the CARE team
and can also be contacted directly to arrange for
safety planning and/or to investigate violent threats.
The Department of Public Safety is available to do an
initial assessment over the phone or in-person with
the chair or individual faculty member. Further, the
Boise State Department of Public Safety can provide
instruction for activating the guardian feature of the
Rave Guardian app and can provide information
about how to preserve incoming messages to aid in
their potential use as evidence, in the case that some
type of charges are filed.

Boise State Department of Public
Safety

If needed and if feasible, arrange for relocation of the
faculty member’s classroom(s) and office, including
technology (e.g., computer, printer, internet). Remove
the new room numbers from public listings (e.g.,
directory).

Department and college
administration

Office of the Registrar (general
purpose classrooms)

If the threats are of a sexual nature or gender-based,
consult the Title IX Coordinator in the Office of
Institutional Compliance within two business days for
guidance regarding any relevant Title IX or Title VII
issues and procedures.

Title IX Coordinator
Office of Institutional
Compliance

Arrange for a process to have someone other than
the faculty member sort incoming emails, voice
messages, etc. Seek out professional assistance
regarding how to preserve the messages
appropriately for potential use as evidence.

CARE Team
Boise State Department of Public

Safety
OIT Helpdesk




Actions Resource/s

Refer to the Boise State Office of Communications Office of Communications and
and Marketing for media training. Reporters may call Marketing

for a comment or interview; deciding whether to talk
with the press is a personal decision. Consulting with
media experts can assist in the decision- making
process and skill development.

Provide information about relevant academic Office of the Provost
policies that address specific concerns expressed by Office of the Ombudsperson
the faculty member. See the Relevant Boise State
Policies and Resources section of this guide for

examples.
Support faculty members who feel their social identity Title IX
is a component of the attack (e.g., faculty of color, Gender Equity Center

LGBTQ faculty). Provide resources and support for
others in the department (e.g., students, staff, faculty)
who share the faculty membet’s identity and who may
also feel threatened.

Institutional Compliance

Provide information about available campus Boise State Employee Assistance
resources to address stress management and Program
counseling services. Boise State HC

Mindfulness-Based Stress
Reduction Programs




MANAGING HARASSMENT ON
SOCIAL MEDIA

Visit https://www.boisestate.edu/academics/social-media-harassment/
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RELEVANT BOISE STATE POLICIES
AND RESOURCES

Policies and Guidance

University Policy 1060 (Non-discrimination and Anti-harassment)
https://www.boisestate.edu/policv/governance-legal /non-discrimination-and-anti-harassment-

policy/

University Policy 1065 (Sexual Harassment, Sexual Misconduct, Dating Violence, Domestic
Violence, and Stalking)
https://www.boisestate.edu/policy/governance-legal /sexual-harassment-dating-violence/

University Policy 12040 (Workplace Violence)
https://www.boisestate.edu/policy/campus-security-and-safety/workplace-violence/

University Policy 12050 (Behavioral Intervention and Threat Assessment)
https://www.boisestate.edu/policy/campus-security-and-safety/policy-title-behavioral-intervention-
and-threat-assessment/

Campus Resources

The following offices are available to assist during crisis management and also to provide longer-
term guidance and programs. Please be aware that email communication with these offices may be
considered a “public record” and subject to the Idaho Public Records Law.
U
Department of Public Safety: https://www.boisestate.edu/publicsafety/
o Address: 2245 University Drive
o Phone: (208) 426-6911

o Email: publicsafety(@boisestate.edu

O

Employee Assistance Program: https://www.boisestate.edu/hrs/benefits/employee-

assistance-program/
o Address: 2225 W University Drive, Capitol Village #3
o Phone: (208) 426-1616
o Email: hrs@boisestate.edu

&Y

Office of the Provost: https://www.boisestate.edu/academics/
o Address: 1910 University Drive, Admin Building, ADM 202
o Phone: (208) 426-1202
o Email: provost@boisestate.edu
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Office of the General Counsel boisestate.edu/generalcounsel
o Address: 960 S Broadway Avenue, Suite 250
o Phone: (208) 426-1203

o Email: generalcounsel@boisestate.edu

CARE Team: https://www.boisestate.edu/care/
o Address: 2100 University Drive

University Counseling Service: https://www.boisestate.edu/healthservices/counseling/
o Address: Norco Building, 2 Floor

o Phone: (208) 426-1459

Office of Institutional Compliance and Ethics https://www.boisestate.edu/compliance/
o Address: Riverfront Hall, 3rd Floor
o Phone: (208) 426-1258

Gender Equity Center: https://www.boisestate.edu/genderequity/
o Address: Student Union Building, E2406
o Phone: (208) 426-4259

Email: genderequity(@boisestate.edu

Phone: (208) 426-1527

O

o}
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FOR MORE
INFORMATION
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